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ABSTRACT

One essential element of information security is user authentication. Alphabetic passwords are the most widely
used & widely accepted form of user authentication. However, employing alphanumeric authentication techniques
has a number of disadvantages. This project uses the Django Framework (DF) to demonstrate a graphical password
authentication scheme. It provides resistance against a few common attacks. Test-based passwords may not offer

as much protection as graphical passwords.
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I. INTRODUCTION

Considering how digital security is changing, it is
becoming more widely accepted that standard
alphanumeric passwords are weak & challenging to
remember. A potential substitute is provided by
Graphical Password Authentication Systems (GPAS),
which authenticate users using graphical graphics
rather than alphanumeric characters. This novel
method makes use of the human brain's exceptional
capacity for visual recognition & recall, which can
greatly improve authentication processes' security &
usability.

Cognitive science provides evidence that humans have
a better visual recall than they do for textual
information, which is the basis for graphical
passwords. This innate capacity makes it easier for
users to remember & correctly recall images, which
lowers the possibility that passwords will be forgotten.
Graphical passwords are more in line with innate
human cognitive abilities than text-based passwords,
which can be difficult to remember & frequently force
users to turn to unsafe actions (such writing them down
or employing readily guessed passwords).

GPAS is effective in two ways: it increases security &
user experience simultaneously. From a security
perspective, graphical passwords can lessen a number
of typical risks connected to conventional passwords,
including key logging, phishing, & brute force assaults.
Additionally, consumers find the login procedure to be
less confusing & more intuitive when graphical
passwords are used. Because graphical passwords are
so easy to use, adoption rates may be higher & security
procedure compliance may be better.

Using graphical passwords offers strong protection
against numerous common security risks. Graphical
passwords are more difficult to guess or duplicate due
to their uniqueness & complexity. Furthermore, these
systems frequently ask users to choose a series of
photographs in a precise order or to identify specific
spots within an image, making it much harder & take
longer to try unauthorized access.

Il. LITERATURE SURVEY

Graphical Password Authentication: A Survey, M. T.
A. S. Rahman, A.H. Abdullah & S. Y. N. H. Hossain,
2021.

As a potential replacement for alphanumeric
passwords, graphical password authentication aims to
improve both security & user experience. This report
offers a thorough examination of several graphical
password authentication methods, classifying them
into three categories: hybrid, recognition-based &
recall-based. The study looks at these strategies'
security & usability, assessing how well they withstand
brute force, guessing & shoulder surfing attacks. The
survey also emphasizes the drawbacks & difficulties
using graphical passwords & provides information on
possible remedies & future lines of inquiry. This work
attempts to contribute to the development of more
secure & user-friendly graphical password systems by
synthesizing existing literature.

A Survey on Graphical Password Authentication, Atif
M. Memon & Tae Lee Hwang, 2020.

Because they have the potential to improve both
security & usability, GPAS have drawn a lot of
attention as an alternative to conventional text-based
passwords. The most recent graphical password
techniques are reviewed in-depth in this survey & are
divided into three categories: recognition-based, recall-
based, & hybrid systems. We evaluate the advantages
& disadvantages of every category, looking at how
well-defended they are against different types of
attacks including phishing, guessing & shoulder
surfing. We also examine usability concerns, such as
user acceptability & memorability, and talk about the
consequences for practical application. The study ends
with a discussion of potential future research areas,
emphasizing the necessity of better security protocols
& graphical password systems with user-friendly
designs.

A New Scheme of Graphical Password Authentication,
X. Li, Y. Wang & Z. Xu, 2019.
In order to improve security & usability, a novel

graphical password authentication technique is
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proposed in this study. The suggested plan combines
aspects of recall- & recognition-based strategies to
produce a hybrid system that benefits from each
approach's advantages. We present novel approaches to
counter typical vulnerabilities like password reuse,
guessing attacks & shoulder surfing. Our security
research reveals that our scheme offers strong
protection against multiple attack wvectors, while
usability evaluations show that it is simple to use &
learn. With this new method, the shortcomings of the
current graphical password systems will hopefully be
addressed & a workable and safe substitute for
conventional text-based authentication techniques will
be provided.

A Survey of Graphical Password Techniques,
Muhammad Hussain, Mazhar Khan & Mohamed
Elhoseny, 2018.

Due to the drawbacks of conventional password
systems, including their poor usability, vulnerability to
dictionary attacks & susceptibility to phishing,
graphical passwords have been suggested as a possible
replacement for text-based passwords. This survey
offers a thorough analysis of the numerous graphical
password strategies, classifying them into distinct
groups according to their layout & ease of use. The
study assesses the advantages & disadvantages of each
method, talks about how resilient they are to frequent
attacks & suggests future lines of inquiry to increase
their efficacy & security. The intention is to present a
comprehensive overview of the state of the art in
graphical password research & discuss its useful
applications for enhancing authentication systems.

I1l. PROBLEM ANALYSIS

A EXxisting System

Users enter the application's login screen to begin the
login procedure for the graphical password
authentication system. Users are prompted to enter
their email address or username in a specified field on
this page. After that, users utilize the keyboard to enter
their password. A combination of alphanumeric letters
& special symbols may be used in the password;
however, special symbols are not as important for this
authentication procedure.

After entering their password & username (or email
address), users click the Login button to submit their
information. After receiving the login request, the
server checks the username & password entered against
the information that has been saved in the SQL
Database. Using a database query, the validation
process retrieves the credentials that are stored for the
specified username & compares them with the
password that was entered.

The server directs the user to their account dashboard,
where they can access their personalized account
features & data, provided that their credentials match
& the validation process is successful. On the other
hand, the server generates an error message stating that
the "Username & password is wrong" if the validation
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fails The user is then prompted to reenter their
credentials or fix any errors by seeing this message.
This preserves the application's security & integrity by
guaranteeing that only authorized users can access the
system.because the username or password is incorrect.

B Proposed System

By incorporating a multi-layered authentication
method, the suggested solution for the graphical
password authentication project aims to improve both
security & user experience. Users of the system will be
able to log in using their credentials—a username or
email address & a password—using a web-based
interface that is available through ordinary web
browsers.

Users will enter their email address or username on the
login screen, followed by their password which can be
any combination of special characters & alphanumeric
characters after logging in. Upon selecting the Login
button, a validation procedure will be started by the
system. In order to retrieve & compare the stored
credentials with the ones that were submitted, the
server must query the SQL Database. This validation
procedure is managed by the authentication module,
which is a component of the Django Application (DA)
running on the web server.

Users will be taken to their personal account
dashboard, where they can access services & features
that are specifically designed for them, if the
credentials are properly validated. In the event that
authentication is unsuccessful, users will be directed to
amend their input with a clear & straightforward error
notice stating that their "Username & password is
wrong."

The system will also include account management &
password reset capabilities. Ifa user needs to reset their
password, they can do so through the system, which
will create & transmit a reset link to the user's
registered email address. To manage user accounts,
keep an eye on system performance & supervise
authentication procedures, administrators will have
access to an admin interface.

The overall goal of the suggested system is to offer a
safe & easy-to-use authentication method, all the while
guaranteeing strong administrative control & effective
management of user credentials & sessions.

IV. SYSTEM ARCHITECTURE

The graphical password authentication project's
system architecture aims to offer administrative
management, an easy-to-use user interface & a reliable
and secure authentication method. The client side,
server side & admin side comprise the three primary
parts of the architecture.

Client Side:

On the client side, users use a Web Browser on their
User Device to communicate with the system. The
online application is accessed through the browser,
where users can authenticate by entering their graphical
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passwords. The graphical password entry fields &
other user-facing components are displayed on the
client side.
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Figure 1: System Architecture

Server Side:

The main functionality of the application is located on
the server side. It consists of the following elements:

e Web Server: This server handles client HTTP
requests & hosts the application. It is in charge of
managing the first exchange of information between
the client & the application as well as serving the web
pages.

e DA: This is the web server's primary application
framework. It was created with the DF & manages
application state, user requests & business logic. The
DA manages the communication between the several
modules, processes incoming requests & calls the
required authentication procedures.

e Authentication Module: This part is in charge of
the graphical password verification procedure. It
processes requests for password resets, verifies user
credentials & tracks unsuccessful login attempts. The
authentication module retrieves user data & updates
records as needed by interacting directly with the SQL
Database.

o SQL Database: User credentials, session data &
other application data are kept in the database. The
authentication module queries it in order to verify
passwords, update user information & preserve the
accuracy of authentication procedures.

* Admin Side:

Administrative oversight & functions are provided by
the administration side:Es.
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e Admin Interface: This is a different interface made
specifically for  application management by
administrators. It has features & tools for managing
users, keeping an eye on system performance &
adjusting application settings.

e Admin Dashboard: This dashboard, which is
accessible via the admin interface, enables
administrators to manage user accounts, see
comprehensive user data & take care of administrative
responsibilities pertaining to system settings &
authentication. To carry out these functions, it
communicates with the SQL database & the
authentication module.

The  system  architecture  offers  extensive
administration capabilities & guarantees a smooth &
safe user experience. Users connect to the system using
web browsers, which exchange data with the DA & the
web server. To handle authentication & other
functions, the application communicates with the
database & authentication module. The administrative
side makes it easier to monitor & supervise the system's
operation.

V. RESULT

The graphical password authentication system was
successfully  implemented using the Django
framework, incorporating features that enhance both
security and user experience. Users can register by
creating a graphical password, which is stored securely
in the database. During login, users are required to
input their graphical password, and the system verifies
this by comparing it with stored data. If authentication
is successful, users are granted access to various
services such as ordering food, booking a cab, and
managing health. The system also includes security
measures like account blocking after three failed login
attempts and a password reset option. The project
demonstrates how graphical passwords can provide a
more user-friendly and secure alternative to traditional
alphanumeric passwords, effectively protecting user
data while ensuring ease of use.
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VI. CONCLUSION

An easy-to-use & safe substitute for conventional
alphanumeric passwords is the GPAS. It improves
security & reduces common problems like password
reuse & vulnerability to brute-force attacks by utilizing
images & patterns. The system's modular architecture,
which includes security measures, user management &
authentication, guarantees strong protection for
sensitive data in a range of applications. The system's
efficacy will be reinforced by upcoming improvements
including  biometric  integration,  multi-factor
authentication & adaptive security measures. All things
considered, this initiative offers a strong basis for
enhancing digital security in a world that is becoming
more & more online.
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